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Abstract  
 The current trajectory of synthetic biology and AI development, particularly increasingly capable AI 

agents, is transforming biosecurity risk. These technologies offer major societal benefits, but they also 

lower the technical, cognitive, and logistical barriers required to design, source, and optimize harmful 

biological capabilities. Existing governance structures are woefully outdated in an era in which AI systems 

can decompose complex tasks, independently use and coordinate tools, obscure intent via leveraging 

fragmented workflows, and accelerate accessibility to dual-use biological knowledge. This paper identifies 

critical gaps in viral weapons of mass destruction prevention, focusing on the technical, regulatory, and 

policy barriers that currently limit effective oversight. Currently, there is a lack of enforced regulations to 

effectively screen customers purchasing biosynthetic products, and a vulnerability within existing screening 

processes to adversarial exploitation. At the same time, global governance and policy frameworks have 

poor oversight over private companies and a lack of incentives to promote biosafety. We suggest a strategic, 

top-down approach that focuses on developing effective screening tools and pragmatic customer screening 

policies. We put forward key considerations and opportunities for the Executive Order’s forthcoming AI 

Action Plan to address current gaps.

Introduction 
   The combination of synthetic biology, advanced 

genomics, and artificial intelligence is bringing 

forward in a new era of biological engineering with 

monumental implications for medicine, agriculture, 

and industry. However, this technological frontier 

also brings with it novel and complex biosecurity 

challenges. Namely, the risk of viral weapons of 

mass destruction (VWMDs) being developed and 

deployed by bad actors. 

   The 2021 Global Health Security Index assessed 

195 countries across 171 questions and 37 indicators 

(1). It was reported that the global average score was 

38.9 out of 100, and no country achieved the highest 

tier of preparedness. GHSI weights trust in 

government as a critical factor which, in recent 

times is declining across several regions, further 

highlighting an ever-increasing challenge that future 

pandemics responses must face. Even more 

concerningly, notwithstanding these low scores, the 

GHSI has methodological flaws, having previously 

failed to predict which countries would respond best 

to a pandemic post COVID-19 (2).It assumed that 

the USA would be best placed to respond and that 

countries such as Samoa and Vietnam would be 

poorly positioned to respond. However, COVID-19 

revealed that it is key factors such as leadership, 

culture, and universal healthcare access that hold far 

more importance that overweighting GDP (2). 

   Additionally, the GHSI raised the problem that the 

Biological Weapons Convention (BWC) operates 

with just $1.5 million per annum, containing only 3 

full-time staff (1).The BWC furthermore assumes 

threat actors are Nation States and is an 

unenforceable and un-auditable system, presenting 

a critical gap in the global biosecurity ecosystem. 

   Although some may argue the defense dominant 

theory, in that advances in AI will also better enable 

the production of countermeasures, thus reducing 

the risk of such designed VWMD causing large 

scale impact, such a view is too optimistic. 

Biological systems are inherently fragile and 

finding a single catastrophic vulnerability such as a 

highly virulent chimeric epitope is computationally 

and practically easier than developing a universal 

scalable and rapidly distributable countermeasure. 

The sheer logistics of response, from timely 

detection to countermeasure development and 

deployment, are often poorly accounted for. 

    The potential for the malicious exploitation of 

bleeding edge biological research capabilities, 
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whether through the engineering of de novo 

pathogens or the enhancement of existing viruses, 

necessitates a proactive and comprehensive 

biodefense approach. Worryingly, as will be 

discussed in this paper, our current computational 

tools and governance systems are unprepared for 

this evolving threat landscape, leading to critical 

vulnerabilities that require swift and multilayered 

multidimensional interventions. This paper is a 

commentary that reflects the views and experiences 

of its author. 

Defining the risk: a brief analysis of key 
case studies 
   More than a decade ago, the US Defense Science 

Board stated that, “there are no technical barriers to 

a large-scale bioattack...we are living in the midst of 

a biotechnology revolution where the knowledge 

and tools needed to acquire and disseminate a 

biological weapon are increasingly accessible,”(3). 

This quote encapsulates the current reality for viral 

weapons of mass destruction (VWMDs) due to the 

inherent challenges in dealing with the nature of 

such weapons and existing policy gaps. 

   As early as 2005, HeLa cell-free systems have 

been proven to be successful in producing 

functional poliovirus particles from synthetic 

genetic material. HeLa cell extracts can support 

viral RNA translation, protein synthesis, 

membranous replication complex formation, and 

complete viral particle assembly (4). 

   This capability represents a fundamental shift 

from requiring live viral material to enabling 

complete viral reconstruction from synthetic 

components, dramatically lowering barriers to 

biological weapons acquisition. The standardization 

of cell-free protocols means that advanced students 

possess these abilities and often are required to 

develop such skills for their professional work. 

Influenza and coronaviruses are small RNA viruses 

that are deadly, yet comparatively easier to engineer 

than larger viruses such as Ebola, acknowledging 

that larger viruses such as horsepox have already 

proven to be engineerable. 

Horsepox Virus Synthesis 
   The 2017 synthesis of horsepox virus by David 

Evans and his team at the University of Alberta 

represents a watershed moment in biosecurity (5). 

Funded by Tonix Pharmaceuticals for $100,000, the 

team ordered ten large DNA fragments (10-30 kb 

each) from commercial suppliers and successfully 

assembled them into a complete 212,000 base-pair 

infectious virus. This achievement is particularly 

concerning because the horsepox virus is closely 

related to the variola (smallpox) virus. As will be 

discussed in more detail later, the current state of 

biosynthetic screening presents crucial gaps that bad 

actors could exploit. 

MIT Red Team Assessment (2024) 
   A landmark study by MIT researchers Rey Edison 

and Shay Toner, overseen by Kevin Esvelt, 

demonstrated shocking gaps in commercial DNA 

synthesis screening (6). The team used simple 

evasive strategies to successfully order DNA 

fragments that could be used to reconstruct the 1918 

influenza virus from several commercial suppliers. 

The study revealed that while International Gene 

Synthesis Consortium (IGSC) members screen 

orders, there are potential gaps in the protocols used 

to screen individuals. Critically, IGSC companies 

only represent approximately 80% of the global 

synthesis market. This means that at worst, roughly 

one in five orders may be going unscreened. 

The Threat of Mirror Proteins and Mirror 
Biology 
   Mirror biology represents an emerging and 

potentially catastrophic biosecurity threat that has 

galvanized international scientific concern. In 

December 2024, 38 leading scientists, including 

Nobel laureates, published an unprecedented 

warning against the development of mirror bacteria 

(7). 

   Mirror organisms would be constructed from 

mirror-image versions of proteins, amino acids, 

DNA, and other biomolecules used by natural life 

(7). These organisms could be resistant to immune 

mechanisms in humans, animals, and plants, as 

biological recognition systems have evolved to 

interact with specific molecular chiralities. Mirror 

bacteria would likely evade natural predators and 

control mechanisms, potentially acting as invasive 

species with “few natural predators”. 

   The scientific community has identified mirror 

biology as presenting “unprecedented and 

irreversible harm” potential, with researchers 

concluding that mirror organisms “should not be 

created” without compelling evidence of safety (7). 

The threat timeline suggests mirror bacteria could 

be developed within 10-30 years as enabling 

technologies continue advancing. 
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Virus Protein Design Stability Breakthrough 
In Bacteriophage Research 
   In September 2025 researchers created the first 

AI-designed viral genomes capable of functional 

replication and bacterial killing (8). Using protein 

language models titled Evo 1 and Evo 2, which were 

trained on close to 2 million bacteriophage 

genomes, the team generated 16 phages that were 

viable according to laboratory testing. These AI-

designed phages had faster bacterial killing ability 

than their naturally occurring counterparts (8). 

   While this may present concern when translated to 

human virus design, it must be acknowledged that 

even the successful phage variants needed extensive 

wet-laboratory validation, and only 16 out of 300 

generated designs were functional. Given the 

complexity of human viruses, much lower success 

rates would be expected (8). Bacteriophage receptor 

binding mechanisms and host tropism patterns are 

better understood as human immune pathways, 

including receptor dynamics and tissue-specific 

factors are many magnitudes more complex. 

   Regardless, this research highlights how quickly 

protein design tools are advancing and considering 

a full stack of advancing protein research tools, 

modeling software, and cloud lab validation 

experiments, this equation could change drastically. 

Cloud Labs and Remote Biology Risks 
   The emergence of cloud laboratories represents a 

paradigm shift that introduces novel biosecurity 

vulnerabilities. Cloud labs allow researchers to 

conduct experiments remotely using automated 

systems accessible through web browsers, operating 

24/7 without physical presence requirements (9). 

Major platforms like Emerald Cloud Lab operate 

facilities with over 100 automated instruments, 

processing experiments for researchers globally 

(10). These systems provide complete “pay-and-

play” access to world-class research capabilities, 

including DNA synthesis, cell culture, protein 

expression, and analytical capabilities. 

   Cloud access models complicate customer 

screening and identity verification compared to 

traditional in-person laboratory oversight. They also 

open up to cybersecurity vulnerabilities create new 

attack vectors for malicious actors seeking to hijack 

laboratory capabilities. Global accessibility means 

potential bad actors can access advanced laboratory 

capabilities regardless of local regulatory oversight 

or physical security measures. 

   Current biosafety frameworks were not designed 

to address remotely operated automated 

laboratories. Export control regimes struggle to 

classify and regulate access to cloud lab services, 

which may not fit traditional categories for 

controlled laboratory equipment or technical 

knowledge transfer. 

    For now, the practical risks appear to be 

overblown as these tools are not yet able to create 

biologically feasible designs. However, in the 

future, cloud labs could enable complete de-novo 

pathogens to be designed and facilitate their 

creation. AI-assisted biological design testing could 

reduce development timelines for novel pathogens. 

Benchtop Synthesis of cloud lab designs may enable 

end-to-end creation of synthetic viruses, bypassing 

traditional ordering channels (11). 

   Ultimately, in a complex web of case studies and 

speculation, a systematic approach is needed to 

make sense of the true biosecurity risk posed by 

current and emerging technologies. We must assess 

what is the current state, draft requirements for the 

current horizon, explore bottlenecks, and map 

screening gaps. 

Practically Conceptualizing the Risk: 
What does it take to make a VWMD? 

Level of knowledge required 
   Overall, the level of knowledge required to 

produce bioweapon agents still requires advanced 

undergraduate or graduate biology knowledge 

(3,9,12). Although much knowledge can be gained 

from online sources, practical laboratory experience 

is crucial for effective pipetting and lab technique to 

effectively isolate, replicate, and sustain sensitive 

biological agents such as viruses. 

   However, the population of such individuals who 

possess such knowledge is significant. Many key 

skills required to amplify and replicate pathogens, 

such as producing HeLa cultures, is foundational to 

biology curricula. In addition, HeLa cell-free 

systems could be used to scale viral proteins with 

limited resources and time. 

    Many university laboratories operate with 

minimal day-to-day security monitoring beyond 

basic access controls, and lab students often work 

independently with minimal supervision, 
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particularly during evening and weekend hours. 

This presents critical oversight risks given the 

decreasing knowledge barriers given the 

advancement of protein design tools. Insider threat 

is a legitimate concern, as these individuals may 

operate undertected, executing more concealable 

actions across a substantial variety of motives, 

making identification via behavioral mode 

challenging. Common profiles include, disgruntled 

employees, ideologically motivated actors, to 

personnel that have been compromised by foreign 

intelligence or non-state actors to provide materials. 

Between 2024 and 2025, an organized group of US 

based researchers worked with a China-based 

associate, Chengxuan Han, to smuggle biological 

agents into the US by labeling packages as "plastic 

cups” to evade customs detection (13,14). The 

group were smuggling plasmids grow culture media 

used for the genetic modification of roundworms, in 

addition to Fusarium graminearum samples (13). It 

was clear these materials were selected for 

agroterrorism and agricultural espionage activities 

(13,14). 

The requirement for specialized lab 
equipment as a barrier? 
   A common critique is that merely making the 

virus itself is not the biggest barrier but replicating. 

While a feasible benchtop lab hood could be made 

for as little as $300 from existing home 

improvement suppliers, critical supplies for scaling 

(amplification) of viral particles require expensive 

synthesizers and incubators. 

    However, ordering some of these supplies from 

overseas vendors who are subject to fewer 

regulations, and the advent of benchtop synthesizers 

and DIY biology hacker communities, such as 

accessible labs for citizen scientists, the hurdles are 

slowly decreasing (15,16). Basic materials and 

DNA labs have become more affordable, and major 

financial obstacles to “advanced amateur gene 

editing” will disappear in 5-10 years, the 

Community for European Research and Innovation 

for Security predicted (17). 

    Theft of supplies is a key risk, as evidenced in 

historical cases. J.A. Kranz, a graduate student, stole 

Ascaris suum eggs from his university’s laboratory 

and planted them on his roommates’ food (18). 

Similarly, Dr. Suzuki stole S. typhi cultures from the 

Japanese National Institute of Health and used them 

to infect his colleagues (18). 

    The 2023 discovery of an unauthorized 

laboratory in Reedley, California, found to be 

experimenting with illegal samples labelled Ebola, 

SARS-CoV-2, rubella, malaria, dengue, chlamydia, 

hepatitis, and HIV, demonstrates how unauthorized 

research can go without detection (19). 

    Basic cell culture equipment has become 

increasingly accessible through online markets and 

dual-use suppliers. PCR machines, incubators, and 

other essential equipment can be purchased without 

extensive background checks, and some 

components can be improvised or constructed from 

readily available materials. 

Transmissibility vs virality: Evolutionary 
insights 
    It’s commonly argued that pathogen development 

is challenging because viruses that are more 

dangerous (pathogenicity) and kill their hosts are 

unable to spread, and viruses that spread easily (high 

infectivity) and have low harm are not of concern 

(3,12). There are only a small number of viruses that 

have developed both of these factors, such as 

COVID-19 or Ebola. 

    Furthermore, pleiotropic effects (where a single 

gene affects multiple traits) and genetic instability 

are inherent in viral genomes (20). While it is an 

overly simplistic statement, increased 

transmissibility is almost always associated with a 

reduction in virulence – especially in lab settings. 

For viruses, this is largely because virus molecule 

production naturally passes through the trials of host 

passage, and removing this environment means that 

viruses are not subject to evolutionary pressure to 

maintain virulence. Therefore, the virus would tend 

to naturally accumulate mutations that cause the 

strain to become attenuated. Similarly, bacterial 

cultures in lab environments will also tend to lose 

infective characteristics. 

    However, a counterpoint to this nature is that 

evolutionary pressures could instead be engineered, 

for example, zoonotic pathogens that are cultured in 

environments that enable selection such as added 

mechanical, temperature or humidity-based 

stressors. A novel approach in synthetic protein 

production is culturing and utilizing the 

evolutionary diversity of yeast to selectively choose 

yeast strains that produce the most stable proteins 

(21). In the beginning of the COVID-19 pandemic, 

a Swiss research team developed a functional 

synthetic clone of SARS-CoV-2 in just one week 
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using a baker’s yeast platform (22,23). This 

platform could be combined with traditional yeast 

artificial chromosome (YAC) and bacterial artificial 

chromosome (BAC) technologies for the 

construction of infectious viral weapons. A 

combined YAC-BAC approach enables effective 

homologous recombination capabilities and low 

bacterial toxicity of YAC vectors with the stability 

and high transformation efficiency abilities of BAC 

vectors (22). In 2016, Nikiforuk et al. deployed 

YAC-BAC methods in human coronavirus research 

to make a more infectious clone of Middle East 

Respiratory Syndrome (22). 

   Chimeric viruses are another key issue. 

Individuals could engineer a recombinant measles 

virus which is better able to evade measles 

immunity in humans by attaching chimeric epitopes 

from related viruses (24). Engineering viral capsid 

or envelope proteins to lower recognition by pre-

existing neutralizing antibodies is a well-established 

and effective strategy in oncolytic virotherapy and 

viral-vector cancer research, where it can strengthen 

tumor-directed delivery and therapeutic persistence 

(24). 

    The idea that pathogenicity is directly in 

competition with transmissibility also fails to hold 

true for persisting latent viruses such as HIV or 

herpes simplex. Such pathogens could spread 

efficiently and then present symptomatically in 

more advanced stages. VWMD designers could 

thereby manipulate immune evasion characteristics 

and/or make the reactivation pathogenicity more 

severe. 

AI-Enabled Biothreats 
    A large amount of concern has been raised around 

the advent of AI. A recent preprint reported that a 

long-context language transformer model was able 

to generate novel bacteriophage genomes, and the 

previous Evo 2 paper highlighted the viability of 

such designs. 

   Of particular importance is base pair length 

capacity, as human viruses tend to be average at 

7,000 to 20,000 base pairs (7-20 kilobase pairs), 

with some RNA viruses and larger DNA viruses like 

herpesviruses extending to 120–200 kilobase pairs 

(bacteriophages tend to range between 30-50 kbp) 

(25). 

   A recent model was able to generate 

bacteriophage sequences up to 96,000 base pairs 

with realistic length distributions, achieving 58% 

classification by geNomad, indicating realistic viral 

characteristics, and also demonstrated zero-shot 

prediction of essential genes with 86% AUROC 

accuracy (26). Although this model was built for 

bacteriophages, they suggested that similar 

approaches for generating human viruses are 

feasible. Translating these into practical evidence of 

feasible stable viruses presents another challenge 

entirely; however, Twist Biosciences has 

demonstrated that they can faithfully transfer AI-

designed sequences to the lab for MPRA screening 

in tomato protoplasts (27). This indicates that basic 

pipelines for converting AI sequenced designs into 

synthesized real-world genes have already been 

established. 

   Bringing the focus to what is immediately 

possible in human virology, currently, no one has 

synthesized a viable human virus following a 

completely artificial, non-naturally occurring 

sequence pattern. However, based on the current 

rate of AI development, this may come about sooner 

than anticipated. Using artificial intelligence, 

researchers recently created a de novo protein 

named "aRF6" which was engineered to structurally 

preserve the key neutralizing epitopes of the 

Respiratory Syncytial Virus (RSV) F protein, yet 

the entire non-neutralizing stem was completely 

replaced with a computationally designed scaffold 

(28). This protein was successful in eliciting host 

immune response and protective immunity in both 

mice and primates, highlighting the feasibility of 

retaining function with computer generated design 

(28). While much attention is fixated on the viral 

weapon design aspect, a more pressing current 

concern is the democratization of complex research 

skills and virology field expertise via LLMs. 

Manipulating LLMs for Bioweapon 
production support expertise for actors 
   In Jefferson et. al’s (2014) review on the myths of 

biosecurity, the authors use the example of iGEM, 

an extremely bright set of amateur students who 

have the know-how but lack experience, coined 

“tacit knowledge”, thus rendering them unable to 

independently achieve breakthroughs (3). They 

used the example of an individual who built a PCR 

machine, but the challenge with testing it came 

down to pipetting. The authors concluded that the 

observation of iGEM teams tends to reaffirm the 

importance of guided instruction, collective 

expertise, and mentorship (3). 
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   However, while this may have been a true 

argument in 2014, this is no longer the case with the 

advent of LLMs, and when applied to graduate-level 

individuals with foundational skill bottlenecks 

removed. This knowledge gap, conferred by human 

expertise and mentorship, however, can be provided 

by multimodal LLMs and has been studied in recent 

years. 

   The Virology Capabilities Test (VCT) is a large-

language-model (LLM) benchmark crafted 

specifically to measure practical, tacit, and visual 

knowledge essential for troubleshooting complex 

virology laboratory protocols (29). Questions have 

been carefully curated from PhD-level expert 

submissions, and topics span virus replication in cell 

culture (23.3%), cell-line culture (15.6%), 

molecular cloning (16.6%), and related methods to 

focus on dual-use virology knowledge. The top 

LLM (o3) was found to have more than double the 

average accuracy compared to experts and 

outperformed 94% of specialists (29). 

   What is more important, however, is observing the 

performance improvement trend, with O1 achieving 

an accuracy percentage of 35.4% and O3 achieving 

43.8% (29). As these general-purpose models 

develop, their capacities will almost certainly 

continue to increase, with lower hallucination and 

more precise contextual reasoning. GPT-5 has 

already proven to overcome many context window 

and hallucination challenges with a 26% relative 

reduction in hallucination compared to GPT 4-o for 

medical tasks (30). Considering O1 demonstrated 

better virology testing performance than 94% of 

specialists, what will happen once these LLMs pass 

the threshold of human intelligibility, perhaps with 

additional fine-tuning or reinforcement learning 

with large datasets? 

   A key concern is when model outputs exceed 

human capacity by so much that the average 

biosecurity officer can no longer reliably assess risk 

and thereby becomes vulnerable to obfuscation. 

   VCT measures the very expertise, wet-lab 

troubleshooting, that malicious actors could 

leverage to develop or refine biothreats. These are 

the current stopgaps preventing accessibility. Public 

release of high-performaning LLM models risks 

lowering the threshold for illicit virology activities. 

   Standards for LLM developers should focus on the 

ideas or information being fed into models to 

prevent the generation of harmful content. Even as 

user malicious intent identification mechanisms 

evolve, there will always be risks with the models 

containing such data and being jailbroken. LLMs 

need ethical attractors that foundationally improve 

their capacity for positively aligned reasoning, not 

guardrails (which tend to break LLMs and degrade 

performance) (31). 

   The latest paradigm in LLM architecture, Agentic 

AI systems, drastically amplify threat level. Bad 

actors now have access to systems that can plan, 

code, search large volumes of online literature, use 

biological design tools, interact with databases and 

connect to cloud lab synthesis infrastructure, 24 

hours per day (32). This ability to autonomously 

iterate means that it will become increasingly 

challenging to interpret these huge patterns of data 

with human eyes. Concerningly, these Agentic AI 

systems have been demonstrated to possess the 

ability to manipulate individuals. In 2023, in an 

adversarial test, GPT-4 pretended it was a blind 

human to convince a human worker on a freelance 

platform (TaskRabbit) to complete a captcha’s to 

bypass robot access constraints (33). Similarly, an 

agentic system could manipulate a number of 

humans to unknowingly supply the raw synthesis 

materials to one address, all without anyone 

knowing they are participating. 

   While tool providers such as Claude and OpenAI 

embed safety standards, and agent actions could be 

monitored, it is possible for dangerous orders to be 

deconstructed so minutely, at seemingly low risk 

fragment lengths thereby manifesting as 

undetectable (especially if conducted by sub-agents, 

managed by powerful open access, self-hosted 

orchestrator agents). 

   Safety standards, even among top frontier models 

do not displace risk, as fundamentally the skills that 

make platforms better in general coding and 

defensive cybersecurity operations are also skills 

that hold offensive capability. In testing, Claude 

Mythos Preview demonstrated an ability find and 

then exploit zero-day vulnerabilities in virtually 

every major operating system and web browser (34). 

Furthermore, engineers at Anthropic with no formal 

security training have requested Claude Mythos 

Preview identify remote code execution 

vulnerabilities overnight, working completely 

autonomously, and have then been delivered 

functional exploits by the morning (34). Anthropic 

urges that it is this trajectory which demonstrates 
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why timeliness is crucial for effective governance. 

Several months ago LLMs could only exploit simple 

vulnerabilities (34). A few months before that, 

models could not find any minor vulnerabilities at 

all (34). “Over the coming months and years, we 

expect that language models (those trained by us 

and by others) will continue to improve along all 

axes, including vulnerability research and exploit 

development” (34). 

   Alternatively, bad actors could leverage platforms 

with less security, for example, DeepSeek’s native 

safety layers are notably weaker, lacking the same 

depth of adversarial training and safeguards against 

misuse (35). The NIST’s CAISI evaluation noted 

that DeepSeek models were vulnerable to known 

public jailbreaking technique and had far less ability 

to detect adversarial prompts versus US frontier 

models such as ChatGPT and Claude (35). 

   Research on open-weight bio-foundation models 

highlight that the current filtering systems are 

insufficient alone, the Biosecurity Blind Spot paper 

demonstrates that high-risk dual-use-risk content is 

conventionally visible in open preprint metadata 

(36). Jailbreak research on DNA language models 

suggest that such dual risk use content can easily be 

retrieved via targeted prompting and search (36). 

Figure 1 as seen below, highlights how these open-

source models and datasets can integrate with the 

advanced capabilities of modern frontier models to 

orchestrate complex and hard to detect threat 

vectors.

 

Figure 1: Visual overview of key Agentic VWMD development risks 

 

   These findings do not imply that current systems 

can independently create pandemic-capable 

pathogens but instead changes the risk nature from 

static information access to workflow compression. 

In which AI may drastically reduce the time, error 

rate expertise, and coordination burden required to 

convert intent into weapons design. This shift 

expands accessibility of VWMD and necessitates 

biosecurity governance to move beyond nucleic 

acid synthesis screening as the primary prevention 

mode. 
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   These arguments are not to say that we should be 

limiting access to powerful LLMs or educating the 

next generation of scientists with the advanced 

toolkits necessary for unlocking new frontiers of 

progress. Similar to the conclusions of Sandbrink et 

al’s (2022) exploration of dual-use risks of MRNA 

vaccine platform development, we must simply be 

cognizant of this very fact and be appropriately 

prepared (37). 

   The visual below has incorporated this current 

landscape with more democratized virology 

knowledge accessibility and thereby placed citizen 

biologists in the medium risk category. The 

foundational challenges of VWMD development 

still remain and have been outlined in the visual. 

 

 

Figure 2: Visual overview of key risk factors across VWMD development stages 

 

 The current state of screening in the 
USA 
   Investments have been made into surveillance 

systems to identify biothreats. However, Biowatch’s 

failure highlights fundamental challenges with 

environmental sampling tools (38). The equipment 

required to produce such weapons can be easily 

hidden and is not viewable via satellite imagery, 

unlike traditional nuclear WMDs. There are also no 

monitoring signatures, such as radiation, for such 

manmade viruses. This means that overall, it is more 

fruitful to prevent VWMDs than to rely on effective 

detection and response systems. 

   Current screening systems feature an automated 

and manual review process. All orders undergo 

digital screening through the use of various 

screening software, and those flagged undergo 

manual human review. An EBRC report 

investigating current industry practice reports that 

providers “spend significant resources following up 

on flagged orders,” citing a previous estimate that 

5% of all orders are flagged for manual human 

review. Orders flagged yellow can take 1–2 hours, 

and “red” flags can take several hours to resolve 

(39). Current biosecurity officers likely spend less 

time given the accessibility to modern tools such as 

AlphaFold for simulating structures; however, the 

resource impact is still large. Another issue is that 

the number of flags requiring manual review can 

increase as modern screening software can be 

outpaced by the capacities of emerging AI protein 

design tools, thereby being unable to evaluate 

drastically novel protein designs. 

   Screening procedures can vary across companies, 

and the EBRC guidance has been general and 
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recommended at a minimum of verifying customer 

names, addresses, and emails for all customers (40). 

This contrasts with the International Gene Synthesis 

Consortium (IGSC) Harmonized Screening 

Protocol v3.0, which also notes institution name and 

screening against multiple government watchlists, 

including OFAC's SDN List, Department of State's 

Debarred List, and BIS's Denied Persons list (41). 

   Overall current screening systems have focused 

on preventing orders of sequences of concern, and 

none have explored approaches in VWMD 

development, such as monitoring customers 

(42,43). The companies that do screen (IGSC 

member companies) tend to follow the process 

outlined below, which draws upon the work from 

Hofman et al. 2023. 

 

Figure 3: Current screening practice flag and manual review rates 

 

As highlighted by Figure 4, on a fundamental policy level, it is unclear who the policy owner for VWMD 

prevention is, and there are a number of overlapping roles that various groups hold within the field. This 

makes it challenging for researchers and biosynthesis firms alike to understand where to receive information 

and support for biosecurity compliance efforts. 

 

Figure 4: Cross-agency roles and coordination of VWMD biosecurity responsibilities 

   The most active role held in the VWMD 

prevention field is carried out by the FBI. The FBI 

established the Synthetic Biology/Emergent 

Biotechnology initiative in 2011, which is a 
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proactive approach to mitigate current and future 

horizon risks posed by the exploitation of synthetic 

biology and nanobiotechnology techniques (15). 

Overall, the FBI functions as an enforcement agency 

and is responsible for more acute issues; notifying 

of critical incidents through Weapons of Mass 

Destruction Coordinators in each state. 

   The CDC engages in a number of bio-surveillance 

efforts that can help identify abnormal viruses for 

escalation for intelligence support. 

   The Office of Science and Technology Policy 

(OSTP) coordinates across agencies, but its role is 

generally to facilitate consensus, set research and 

development priorities, and oversee framework 

development, rather than to directly enforce policy. 

That coordination remit was blurred via the 

Framework for Nucleic Acid Synthesis Screening, 

which was issued on April 29, 2024. The framework 

set out provider obligations, requiring procurement 

of synthetic nucleic acids only from providers that 

attested to screening standards, which created a 

binding condition for NIH-funded work. 

   The NIST sets documentary standards, reference 

materials, and measurement protocols for biothreat 

detection technologies, but its standards remain 

voluntary for private-sector companies, leading to 

inconsistent adoption 

   Due to only voluntary requirements for most 

customers, only large companies undertake 

screening for customers, largely because they can 

afford to dedicate resources to screening. Many of 

these large companies (about 80%) are part of the 

International Gene Synthesis Screening Consortium 

(IGSC) (39). These IGSC member companies have 

agreed to adopt DNA synthesis screening protocols. 

However, this voluntary nature with minimal 

enforcement fails to address the fact that a VWMD 

can be constructed anywhere and spread to harm 

communities globally (44). National bodies such as 

the FBI are limited in their ability to stop such vast 

threats from both a resourcing and 

authority/jurisdiction perspective. 

   Overall, this landscape highlights a gap in 

coordination over enforceable biothreat prevention 

standards. While multiple agencies contribute vital 

capabilities from surveillance to enforcement, the 

absence of a clear authority to mandate and monitor 

biosecurity compliance across both public and 

private industries impairs action. The closest 

currently deployed enforceable framework is the 

Federal Select Agent Program (FSAP), which 

regulates possession, use, and transfer of a small 

subset of listed agents. FSAP is jointly managed by 

CDC’s Division of Regulatory Science and 

Compliance and USDA’s APHIS Division of 

Agricultural Select Agents and Toxins. 

   The 2024 EO was set to be in force April 29, 2025, 

but was deferred while revisions proceeded. The 

Executive Order on Improving the Safety and 

Security of Biological Research (May 5, 2025) 

acknowledges that the previous EO did not cover the 

whole market and seeks a path to mandatory and 

verifiable screening (45). It directs OSTP and 

partners to develop a strategy for comprehensive, 

scalable, and verifiable screening in non-federally 

funded settings and to prepare a legislative proposal. 

Cost per screen and complexity of 
balancing approaches for pragmatic policy 

   The 2025 EO establishes a strong call to action for 

increased screening compliance. However, as 

agencies begin to draft and execute on its mandates, 

they must consider barriers in the current landscape 

and the downstream consequences of policy design 

options. 

   The fundamental challenge with screening 

adoption is that producing synthetic DNA costs 

cents, whereas current screening systems (when 

factoring in manual flagged order review time for 

personnel), cost in the magnitude of dollars. 

   A rough threshold that screening must cost is less 

than one dollar, to ensure synthesis production is 

financially sustainable. This highlights why 

adoption is fragmented and private acquisition of 

biosecurity tools presents systematic biases against 

smaller firms.
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Figure 5: Visual highlighting the trade-offs between high automated screening with greater false negatives 

(less secure) but lower cost, vs manual systems with low false negatives (more secure) 

 

   For new startups or small to medium-sized 

enterprises, there is less funding to hire dedicated 

biosecurity personnel, and/or institutional 

experience/awareness of such biosecurity issues, 

thus creating a gap for bad actors to exploit. This 

cost factor is a critical gap that is challenging to 

address without sufficient market incentives or 

financial support. Although free, open-source 

screening tools may decrease costs, it is 

fundamentally this human resource cost factor that 

impedes implementation. 

   Figure 6 highlights the practical challenges of 

system design via presenting various screening 

modes, drawing upon prior studies examining the 

landscape (42,43). These design considerations are 

crucial for policymakers to create pragmatic 

policies that can enable the synthesis industry to 

thrive while balancing security concerns. 

Particularly, the implications of increased manual 

review flags due to larger market adoption and the 

increased sophistication of protein design tools, or 

the cost burden of adding manual order review 

stages to screen all orders. 

   This analysis of design modes also invites 

exploration of acceptable specificity and sensitivity 

thresholds. Existing policy frameworks do not 

specify performance metrics in terms of overall 

sensitivity and specificity, or the magnitude to 

which sequence perturbations or annotation sources 

acceptably should impact screening results (46). On 

one hand, stipulating requirements may encourage 

higher-performance tools and help emerging firms 

have a rough idea of acceptable quality, thereby 

reducing gaps. However, similarly, such 

requirements may also create cost barriers that 

impede the financial viability of biosynthesis 

business models. 
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Figure 6: Overview of various financially unsustainable screening modes. Box 1 highlights a future where 

a high prevalence of AI redesigned proteins causes high manual flag rates, and Box 2 demonstrates a 

redesigned manual review-centred screening process 

 

    

Defining biothreats and an unclear 
understanding of risk. 

   Companies voluntarily engage with weapons of 

mass destruction coordinators from the FBI to report 

suspicious orders. On an individual level, these 

relationships act as valuable resources for support 

and advice. However, as this is an emerging field, 

there are no guidelines for what is suspicious, and 

companies must largely exercise their own 

judgment. It was reported in one study that less than 

50% of interviewed personnel knew they could 

report concerns to the FBI, and less than a quarter 

could say with certainty that they knew the company 

protocols for reporting (43). 

   Put bluntly, it is simple to decide to reject an order 

for Ebola – it is the more borderline cases that 

present difficulties and require further reflection. 

Consider the challenge of defining risk for the 

following cases, An influenza strain from a repeat 

customer who has a new PO box shipping address. 

An order for a new customer for a pathogenic virus 

that is not on the federal select agents list. 

A pathogenic virus order for an early career 

virologist, but the laboratory does not have the 

facilities to carry out their stated research 

objectives. 

   Standardized case studies or examples of bad 

actors using PO boxes, masked ordering techniques, 

or making chimeric proteins are needed to help 

provide clarity on such cases. Private AI frontier 

corporations such as Anthropic and OpenAI, among 

50 other signatories spanning academic and national 

security domains, have recently signed a public 

letter to the US Congress to make screening of 

orders for synthetic nucleic acids and related 
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equipment, mandatory. The letter notes that “there 

is a real possibility that the knowledge barriers 

which have historically prevented bad actors from 

obtaining biological weapons will meaningfully 

erode” (47). The authors urge to policymakers that 

“to ensure a consistent national standard rather 

than a patchwork of conflicting laws, states should 

also consider implementing requirements based on 

existing federal and industry guidelines” (47). 

   Understanding risk will be crucial for compliance 

with the new federal screening provisions under the 

Executive Order on IMPROVING THE SAFETY 

AND SECURITY OF BIOLOGICAL RESEARCH 

(45). The EO calls for effective encouragement of 

providers of synthetic nucleic acid sequences to 

implement comprehensive, scalable, and verifiable 

synthetic nucleic acid procurement screening 

mechanisms to minimize the risk of misuse. While 

this is a step in the right direction, it must incentivize 

improved biosecurity measures without friction, or 

risk negatively disrupting market forces in the 

bioeconomy. 

   An action/implementation-oriented framework 

must be created to define key actions for those 

overseeing federally funded research, and an 

extension to private industries and non-federally 

funded research thereafter is critical. As it will be 

explained further on, what constitutes as a 

“verifiable’ flag or “comprehensive” screening 

process, will be challenging to define. 

Current Gaps in VWMD Prevention 
   As previously analyzed, the current threat level for 

VWMDs is low. However, a confluence of 

biosecurity gaps could lead to the development of a 

VWMD from bad actors. Visualizing the various 

layers that gaps lie, can be best done via a Swiss 

cheese model (48). 

 

Figure 7: Diagram highlighting the current incapability of screening systems to detect combinatorial 

orders, adapted from J. T Reason (48) 

 

Sequence size limitations and 
Combinatorial ordering 
   A significant gap/pathway for circumventing 

synthesis screening is via combinatorial ordering. 

Threat sequences can be divided across multiple 

orders, with individual fragments falling below 

screening thresholds. While companies advertise 

fragments as small as 100-125 base pairs, their 

capacities are developing rapidly with Gibson 

assembly enabling 15-20 BP overlaps and Twist 

Biosciences offering 20 base pair oligonucleotide 

synthesis. However, most screening tools can only 

capture up to 30 base pairs, even though 

oligonucleotides can range from 13-300 base pairs 

(49). This provides a crucial gap for fragments that 

fall below this threshold. 
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   The EBRC’s guidance only suggests baseline 

standards for screening sequences using a “best 

match” system in which each 200-base pair span of 

an ordered sequence is matched (39). 

   Beyond screening of these fragments ordered 

from the same company, current screening systems 

completely lack detection of distributed ordering 

due to a lack of customer data sharing infrastructure 

(49). This enables bad actors to order separate 

fragments across different providers and reassemble 

a complete pathogen, without detection. 

   While it is argued that base pairs below this length 

of 30 are unlikely to be able to be feasibly joined 

together to create stable viruses, the risks are not 

zero and can change at any moment as technologies 

develop (50,51). Reliably modelling for threats also 

becomes near impossible at smaller base pair levels 

as the folding combinations for these proteins 

become countless. Alternatively, adopting a more 

risk-averse approach to risk triage of small BP 

length risks high false-positive rates. This would 

drive up manual reviews and make screening 

unsustainable, thus creating pressure to reduce 

sensitivity and potentially allow dangerous 

sequences to pass undetected. 

   Moreover, it has been reported that common 

housekeeping genes (non-pathogenic regulatory 

components) from pathogens can trigger false 

alarms, leading to screening fatigue (42). 

   Reassuringly, the current administration has 

mentioned the need for distributed order data 

sharing in the White House's "America’s AI Action 

Plan (52). Now that this is on an official agenda, 

work can be done on proposed data sharing 

arrangements and data custodianship to evaluate the 

feasibility of this proposition. As will be discussed 

later, there are many challenges with establishing 

data sharing due to competing industry incentives, 

technical implementation feasibility, and 

intellectual property concerns 

Incomplete Pathogen datasets 
   Many companies follow the NCBI Pathogen 

Detection Portal’s core pathogen catalogs and the 

federal Select Agents and Toxins list (SAT) under 

the Federal Select Agent Program (FSAP) to 

identify sequences of concern (39). 

 These lists are not all-inclusive and feature 

significant omissions, such as “functionally 

equivalent” or engineered pathogens that are not 

taxonomically on the select-agent roster (53). For 

example, viruses reconstructed by swapping 

antigenic or polymerase domains, Sub-genomic 

elements, and virulence-associated sequences, such 

as toxin subunits (botulinum heavy-chain 

fragments, anthrax protective antigen, 

staphylococcal enterotoxin domains) (53). 

Emerging and re-emerging pathogens identified 

after the last FSAP update, most notably novel 

filoviruses, which bear similarities to Ebola 

(BOMV, LLOV, MLAV) are other omissions. 

   Even within the FSAP list, portions of a select 

agent genome could be ordered without being 

subject to FSAP regulations and later assembled and 

recovered to form the original agent or combined to 

enhance the virality of another pathogen, creating a 

chimeric agent (53). 

   US screening providers also adhere to country-

specific export lists for international orders. 

Similarly, they are list-based systems that 

encompass a limited set of pathogens that could also 

be unrepresented in FSAP. These export lists 

constantly change and have limited overlap in some 

contexts. This presents an issue for international 

collaboration wherein some countries may perceive 

certain viruses to be threats vs not for others. At the 

very least, for future international data-sharing 

approaches for threats, there should be some 

alignment on a core list of pathogens, and a sort of 

extended list for each country. 

Architecture Limitations of Current 
Computational and AI Biodefense Tools 
   Last year, there was a zero-day event across 

several screening providers, where researchers from 

IBBIS, RTX BBN, and Microsoft discovered that 

AI-powered protein design tools were able to create 

synthetic toxic protein variants that bypassed 

existing DNA synthesis screening tools. This led to 

a year-long project involving other screening 

providers to patch their tools, culminating in 

algorithms that could detect synthetic homologs at 

97% efficacy (12). While no adverse consequences 

have been reported as a result of this vulnerability, 

it reinforces the importance of pre-emptive 

adversarial testing as protein design tools evolve. 

The authors noted that even after patching, across 

providers about 3% of the variants, which were most 

likely to retain functionality, still escaped detection 

(12). This highlights that despite best efforts, there 

will remain some missed threats, and that 
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homology-based screening architectures are 

fundamentally flawed. 

   Homology-based screening presumes that 

pathogenic function is always correlated with 

sequence similarity to known threats. However, in 

biology, this is fundamentally flawed as different 

proteins can be used to create the same function, and 

sequences can be altered through changing primers, 

non-coding sections, or duplicating sections to 

sneak past detection across such systems (42,43,54). 

Substitution attacks are a threat vector that bypasses 

many current screening safeguards (11). These 

attacks exploit synthesis instrument vulnerabilities 

by physically swapping nucleotides during the 

synthesis process, enabling the creation of 

dangerous sequences from apparently benign orders 

(11). 

   Recently, researchers created an LLM agent that 

used existing protein design tools to convert non-

pathogenic protein designs into pathogen-like 

sequences that evaded detection by several 

screening methods (up to 60% Attack Success Rate 

for Evo2-40B) (55). 

Functional homology-based screening 
   A proposed pathway for addressing these current 

limitations is through functional homology. 

Functional homology–based screening seeks to go 

beyond simple sequence‐similarity alerts by 

identifying whether a specified DNA sequence 

would likely fold into a protein structure that could 

bind to produce pathogenic functions. EVO2, 

AlphaFold, and other tools are already being used 

by synthesis firm companies to interrogate flagged 

suspicious orders, essentially as a second-line 

screening tool. However, while such tools are 

powerful, there are inherent limitations that limit 

their use for frontline screening. 

   Generating a full 3D model for each candidate 

protein, even using GPU‐accelerated AlphaFold-3, 

involves minutes of GPU time per sequence. If 

synthesis firms were to screen at scale, the total 

compute cost could exceed millions of dollars per 

year. This is easily incompatible, considering the 

profit margins on synthesis orders are so low. 

   An alternative, more scalable strategy in 

development seeks to leverage machine learning 

and protein sequence embeddings, low‐dimensional 

vector representations that capture both local 

sequence patterns and remote homology signals, to 

proxy for structural and functional similarity 

without 3D modeling (56). 

   Ultimately, there are a range of technical 

limitations that still exist for functional homology-

based approaches, such as false positive rates 

stemming from incomplete data and an inability to 

even accurately predict certain structures. Structure‐

based classifiers require large volumes of human-

annotated training data for each fold family of 

interest and exhibit reduced sensitivity on small, 

disordered, or multi‐domain proteins. 

   A promising collaboration between OpenAI and 

Lawrence Livermore National Laboratory, is 

helping improve preparedness, accelerate response, 

and strengthen confidence in promising 

countermeasure development. The decision for 

OpenAI to launch Rosalind Biodefense to help 

trusted developers to build new biodefense and 

pandemic preparedness capabilities, is a welcome 

move that will aid private industry to resolve this 

gap left by Congress. Rosalind is reportedly 

supporting specialized companies such as Fourth 

Eon Biosecurity, to build adaptive screening that 

evolves alongside next generation frontier models to 

achieve reliable function-based screening that can 

handle completely de novo proteins. 

Specific technical limitations of current 
function-based screening technologies 
(functional homology) 
   Modeling protein-protein interaction (PPI), 

particularly epistatic couplings in which different 

sites cooperatively influence each other, is a key 

weakness (57). The accuracy of binary PPI 

prediction itself is contested, requiring careful 

consideration of data leakage and contamination in 

evaluation approaches (58). Accounting for solvent 

effects is also a crucial but often overlooked aspect 

of protein function prediction (59). 

   Current approaches suffer from an overemphasis 

on global sequence similarity and nodes, rather than 

the nuanced protein pockets and domains crucial for 

function (60). Understanding multichain dynamics 

and allosteric changes is hugely important but 

poorly integrated in current models (61,62). In 

nature, pathogens often use induced-fit binding to 

optimize evasion of host defenses which is a 

complex dynamic biophysical process that current 

tools, which essentially look for functional mimicry, 

are unable to handle (63). 
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    Function-embedding-based tools are vulnerable 

to sequence perturbations; merely changing several 

surface residues can drastically reduce sequence 

identity while maintaining binding affinity. 

Additionally, this can go so far as codon swaps, or 

entirely synthetic codons as seen in the work of the 

Chin lab (64). Synonymous substitution, using 

genetic code redundancy to change sequence 

similarity, can bypass automated systems. Overall, 

through utilization of entirely synthetic codons, or 

structural persistence engineering, an adversarial AI 

agent could create a protein that folds perfectly into 

a pathogenic structure, yet whose embedding vector 

is mathematically orthogonal to any known threat 

cluster within the screening tool's latent space 

    Another fundamental challenge in building these 

embedding tools based on existing data is that our 

data is based on the constraints of evolution, rather 

than understanding the possibilities of viral design, 

which encompass uncharted regions of sequence 

space. This creates "blind spots" in areas where 

novel bioweapon threats may emerge, as models 

overfit to training templates and evolutionarily 

generated variants, vulnerabilities that adversarial 

actors could exploit. Thus, there is a critical need for 

validation of truly de novo virus designs, as opposed 

to just evolution-inspired variants, to assess real-

world resilience. However, as will be described 

later, validating pathogen designs in the real world 

is an inherently ethically fraught task. 

   Despite efforts to create the "best AI models," 

there is insufficient work on making manually 

annotated functional training and testing datasets 

within virology. As large as 86% of environmental 

viral protein clusters match uncharacterized families 

of proteins or have zero data (65). Thus, no matter 

how much these architectures advance, they must 

overcome a foundational labeled data gap. Manually 

annotating this data is highly costly, and AI 

approaches are limited in their capacities to annotate 

critical domains (65,66). 

    Ultimately, this is not to say that functional 

embedding tools are useless; they serve a valuable 

role in “raising the floor”, capturing less resourced 

bad actors while discouraging others from pursuing 

other means of acquiring weapons for terrorism. 

However, the practical challenges of deploying 

current functional embedding-based architectures 

into screening require strong consideration of 

potential limitations. 

 Critical Gaps in Biosecurity 
Governance and Policy 
   Current governance structures present significant 

hurdles to effective biodefense and the safe 

advancement of synthetic biology. 

The challenge of Triage 
   A critical issue with the new EO is verifying 

legitimate threats from potential threats and 

utilizing a comprehensive system, which also does 

not render standard business unfeasible. As 

mentioned previously, the critical threshold for 

screening is $1 per molecule. This number is an 

average figure, which is calculated by a cumulative 

total of screening software costs + human labor in 

manually flagging, investigating, deliberating, and 

taking the final action, whether it is to ignore or 

report. Companies report that current screening 

systems are reaching this cost. 

   Currently, screening algorithms automatically 

classify compounds into several categories of risk. 

A comprehensive manual screen at the extreme end 

is what is conventionally reserved for flagged 

suspicious orders (unflagged orders simply pass 

through uninterrupted). Comprehensive manual 

screening involves analysis of order pathogenic 

potential (based on 3D reconstruction and 

classification of type + function of viral protein, 

similarity to existing pathogen proteins, legitimate 

use cases analysis and a check for listing on federal 

select agents programs) and a follow up screen, 

checking for customer intent (request for 

information on proposed use case, shipping address 

suitability, publication track record, affiliated 

university/institution) (39). Many of these check 

components are not applied uniformly and to 

varying degrees as there are no universal 

enforceable standards. Overall, performing a 

comprehensive check for every single DNA 

molecule ordered would be unfeasible; thus, 

automated systems for initial screening are crucial. 

   Thus, the trade-off for what criteria orders should 

meet to justify this manual review/how to 

appropriately and sustainably allocate human 

resources to biosecurity efforts, is a new arena. One 

such challenge is the advent of AI-edited strains, 

which have no homology matches in screening 

databases. These strains may have slight changes to 

their sequence coding that may have drastic changes 

when folded in 3D space. Thus, simple percentage-
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based matching for similarity focused on list-based 

homology alone is insufficient, and the need to 

manually flag each of these leads to raised costs. It 

has been reported by some synthesis firms that up to 

10% of currently screened orders have been AI-

edited, indicating that this is already a horizon 2 

issue. 

   However, screening platforms have now 

embedded algorithmic changes that account for 

some level AI-design, thus not all of these AI-edited 

proteins are proceeding to manual review. As AI 

protein design tools advance, the creative 

possibilities will likely exceed the capacity for 

screening tools to predict function using current 

architecture. As will be discussed later, robust 3D 

folding-based/function-based screening would be 

extremely challenging to create and deploy with 

cost efficiency. 

   The verification of a potential threat to a real threat 

also raises legal concerns. For enforcement agencies 

to execute search warrants or use intelligence 

software against bad agents, a necessary verifiable 

suspicion level is necessary. The level of evidence 

needed to support such actions must be defined to 

ensure that flagged orders are even able to be acted 

upon/worth investigating. In cases that accidental or 

hasty actions occur, undue reputational harm or 

work delay may occur. In the case that screening 

software/synthetic provider personnel are unable to 

justify their concerns, and flags are acted upon, they 

risk invading the privacy of legitimate researchers 

trying to do their job. 

Combinatorial orders and know your 
customer 
   A critical current gap is that individuals could 

make nucleic material orders across several 

companies, known as combinatorial ordering, where 

they can order pieces that individually don’t set 

alarms, but can be combined to produce 

bioweapons. This is a well-known fact in the 

narcotics field, "You don’t buy it all from the same 

place”. The EO on improving nucleic acid screening 

seeks to address this gap with distributed order 

tracking; however there has been limited description 

on how this would be deployed (45). 

   Know your customer laws have been highly 

beneficial in the financial sector and is a critical 

prerequisite for any distributed order tracking 

system. However, for the bioeconomy, there is a 

lack of systems to verify the intent and identity of 

buyers, and to track the flow of material post-

purchase to monitor the end users of synthesized 

compounds. Companies currently collect 

administrative information and use order addresses 

to provide a base level of assurance. In the past, 

some companies have tried to integrate standard 

questions in order forms to understand what 

customers intend to use products for. 

   However, customers report that filling out such 

intent forms is cumbersome, and this risks causing 

them simply to move on to the next provider. Thus, 

it must be a whole of industry deployed standard for 

such mechanisms to work. Moreover, the human 

workforce impact of needing to manually review 

intended project objectives and screen compounds 

for intention/potential use concordance could add 

unfeasible personnel cost. If instead LLMs/AI 

systems are used to lower cost, there is then a risk 

that such systems could be gamed or have gaps. 

Establishing incentives to bolster 
biosecurity measure adherence 
   Screening companies could enhance uptake by 

adopting multifaceted value propositions. One 

current offering by IBBIS is locale export ban 

screening, enabling synthesis companies to comply 

with restricted compounds lists, which drastically 

vary by country. Thus, it removes the pain point of 

companies having to manually maintain export ban 

screening protocols for every country. 

   A virologist’ “clearance” or “Passport”, a 

background check administered either by a private 

organization or government, could enable screened 

individuals to have fast-tracked orders. Such a 

system could be a worthwhile incentive as it could 

reduce administrative delays/order vetting 

requirements for qualified personnel. From the 

public safety side, this model could allow for 

stronger governance and insight into private sector 

virology research. However, the extent of 

information that would need to be provided to 

establish a robust system requires a balanced 

approach to ease privacy concerns. Similar schemes 

have been successfully deployed by the Global 

Alliance for Genomics and Health for genomics 

data access management (16). Reportedly, 

SecureDNA is developing tools to help screen for 

customer qualifications, cryptographically secure 

certification methods to examine if individual 

researchers have been approved for work with 

various biological agents (16). However, such 
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methods fail to address biohacking or DIY threats, 

as material may be shared within these groups with 

limited federal oversight or governance. 

  Companies can find it challenging to understand 

what sequences to report, vs not, but understand that 

there are huge liability risks for poor risk 

management. Having a risk triage system that 

automatically assesses risk factor information and 

categorizes threat levels can help encourage 

adoption. Such a system could rewrite the 

cost/benefit perception and make implementation 

less of a resource burden. Developing standardized 

templates for FBI reporting would not only reduce 

deliberation time for synthesis firms but also help 

the FBI in executing appropriate threat responses. 

Such templates could encompass what order 

information is suspicious, are there are 

inconsistencies in use cases for ordered agents vs 

provided rationales, and request information on the 

professional background of the customer. For extra 

usability for enforcement, it would be valuable to 

have a percentage accuracy or confidence in each of 

the risk factors. 

   Several ideas have been proposed to improve 

biosecurity for the synthesis industry. However, 

evaluating the feasibility of each is out of scope for 

this paper. Nonetheless, Figure 8 highlights existing 

mechanisms and potential options to increase 

awareness. 

 

Figure 8: Visual overview of existing and potential solutions for improving biosecurity for the synthesis 

industry 

Ethical and Regulatory Dilemmas: 
   A profound ethical dilemma is conducting 

research to confirm whether AI-designed pathogens 

are in fact viable/pathogenic. Translating designs 

from code to actual physical proteins would directly 

violate international treaties such as the Geneva 

Protocol (1925) and the Biological Weapons 

Convention (BWC, 1972) (20,43). Furthermore, 

publicly or government-funded research conducting 

such tests might inadvertently give adversaries the 

impression that biological weapons production is 

underway, leading to an unintended arms race. 

  Another regulatory issue is managing corporate 

control over trademarked/proprietary data vs the 

need for data sharing for biosecurity measures. The 

synthetic biology products being ordered from 

synthetic biology firms are largely proprietary. 

Pharma firms already find it challenging to share 

orders with external companies, let alone adding 

another vendor to be privy in the form of screening 

companies. Such data can be incredibly valuable for 

competitors. Leakage of this data could enable 

replication of intellectual property, such as 

proprietary formulations or structures, and 

knowledge on order volumes could enable 
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diversification and capture of market share by 

competing companies. Privacy over order contents 

may also drive opposition to government 

involvement in synthesis screening or order logging. 

This selection pressure from synthetic firm clients 

pushes screening companies to integrate 

confidentiality into tools. 

   Creatively, SecureDNA has integrated a 

cryptography system where neither the screening 

company nor the biosecurity officer is privy to the 

contents of the order (49). Flagged orders 

necessitate closer evaluation and exposure of the 

order’s contents; however, this is reasonable given 

that only a small fraction of orders are flagged and 

reviewed. 

   A major concern is the lack of public oversight for 

private companies developing these technologies, 

leading to poor governmental control and visibility. 

This creates a dangerous opacity where critical 

safeguards might be overlooked. So far screening 

has been encouraged by the government yet driven 

by industry (private screening tool providers), 

which inherently presents risks. A lack of public 

investment in screening tools and screening 

mandates has caused market forces to define 

solutions. These center around preventing 

reputational damage associated with firms 

accidentally supplying pathogenic materials to bad 

actors. 

   This environment has enabled sustained 

innovation of currently available tools (originally 

born largely out of academia). However, instead of 

enabling market selection pressures to select for 

workflow suitability (thereby primarily serving the 

interests of companies), it would be better to remove 

this lever and design tools based on public agendas 

and adherence to (one day) well established federal 

screening guidelines. However, achieving this 

requires large public investment, and clear federal 

guidance and commitments to support long-term 

maintenance of such systems. 

   To demonstrate how such a system could work, 

and where biosecurity investments should ideally be 

targeted towards, we have proposed a strategic 

biosafety flywheel. 

 

Figure 9: The biosecurity policy flywheel for VWMDs 
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 The VWMD Biosecurity Policy 
Flywheel 
   The flywheel is centred around leveraging current 

screening tools, promoting cross-sectoral 

collaboration, and pooling resources to help 

advance function-based screening (as investing in 

such blue-sky technologies requires long-term and 

patient capital). 

   Existing screening tools can benefit from being 

integrated into federated systems that can track 

combinatorial orders or repeated flagged/borderline 

risky orders across biosynthesis firms. This can 

leverage the existing recommendations from the 

recent EO, to maintain records of orders; however, 

it would require significant interoperability and data 

linkage efforts. It would also be necessary to extend 

order retention from 3 years to indefinite time spans 

to account for the long lead-time and iterative nature 

of VWMD development (40). Preventing future 

zero-day events requires collaborative efforts 

between protein design tool (PDT) developers and 

synthesis screening tool providers to ensure tools 

can handle increased PDT capacities before they are 

publicly released. 

   Similarly, a near-miss program following an 

interdisciplinary community of practice model 

could be highly valuable. Such a community could 

focus on sharing deidentified case studies of real 

pathogenic orders that were nearly shipped out to 

bad actors. As AI tools become more sophisticated 

at obfuscation, it is vital to share such learnings 

across the biosafety ecosystem (53). 

   A barrier to achieving an effective functional 

screening tool is the lack of labelled viral data. By 

pooling investment across nations, this could fund 

manual annotators and real-world lab testing of 

analogous non-human transmissible AI edited 

viruses as proof of concepts/training data to help AI 

models learn. The goal would be to understand the 

limits of genetic drift whilst preserving functionality 

for key pathogenic subunits. Such a rich dataset 

could also be used by nations to develop vaccine 

targets and enhance broader scientific 

understanding of viral pathogens. Balancing 

usability with minimizing vulnerability to 

penetration by bad actors is important. 

Cryptography could be a part of the solution (as 

discussed previously with SecureDNA’s approach), 

as this could also help protect commercial interests 

surrounding proprietary sequence order 

information. 

   While it is sometimes argued that more manual 

review and know your customer efforts are needed, 

the practicalities of implementing practical, 

defensible systems revealed unsuitability as 

discussed earlier. The fundamental issue is that 

screening molecules can cost upwards of dollars due 

to the personnel time required for manually 

reviewing orders. 

   Even currently deployed hybrid systems are 

constantly being tuned to drive down false positive 

flags to ensure screening does not reach the critical 

threshold of one dollar per screened molecule, 

where it becomes unsustainable to conduct business. 

This is especially an issue in an age where protein 

design tools are constantly evolving, and 

significantly AI-designed orders can cause 

increased flagged orders for automated screening 

tools. Thus, the financial viability of operations is 

liable to flag rates, and the equation could change at 

any time. This drives home the importance of 

collaborative efforts between protein design tool 

firms and synthesis screening providers in reducing 

the onus on bioinformatics professionals at 

synthesis companies to tune their screening systems. 

International Cooperation and Data 
Governance 
   Achieving international cooperation on such a 

divided issue is challenging but necessary in an 

increasingly interconnected world. If a sequences of 

concern database lacks listings of viral variants 

being designed in one corner of the world, it 

systematically undermines the efficacy of all other 

models when such viruses spread across borders. 

   Furthermore, the ability for bad actors to simply 

run AI searches and quickly identify other synthetic 

material providers that don’t screen internationally 

nullifies the efforts of domestic institutions to enact 

screening (49). International cooperation to regulate 

access to emerging high-risk technologies such as 

benchtop synthesizers will further become of 

paramount importance. 

   An internationally maintained database of 

sequences of concern will help enable collaboration 

and universal understanding of concerning 

sequences. This can be further aided by a 

comprehensive record of watermarks that different 

international cloud lab providers and protein design 

tool firms to help tracking. As international 
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synthesis industries grow and their firms become 

market leaders, it’s possible that their compliance 

with order records management will become a 

bottleneck for global biosecurity risk prevention 

efforts. 

   The NTI has highlighted this global vulnerability 

in biothreat prevention and called for intelligence 

sharing mechanisms and efforts to analyze social 

media, trade, published research, and genetic 

sequences to detect potential biothreats before they 

occur (67). They have further recommended that the 

UN create a Response Coordination Unit to prepare 

for and coordinate complex responses to high-

consequence biological events. It is clear that such a 

specialized international unit is necessary given the 

level of governance and resourcing needed to 

analyze multinational data for agentic R&D 

patterns, monitor the traffic of global genomic 

sequences, share best practices post responses to 

zero day events, and coordinate rapid responses to 

high consequence biological events driven by the 

next paradigm of development of Artificial 

intelligence. 

 Conclusion 
   The current path of synthetic biology and AI 

development holds much promise for society; 

however, it also brings about serious biosecurity 

risks that existing tools and governance cannot keep 

up with. Current tools fail to account for the risks 

posed by PDTs, and a lack of mandated screening in 

existing policies has resulted in fragmented 

biosecurity standards adoption. To move forward in 

addressing these challenges and to promote 

responsible innovation in an agentic AI era, we need 

strong public oversight and investment in effective 

policies that prioritize public safety over 

commercial gain. 

   The risks that current technologies pose are 

understood, yet there is insufficient development of 

resources to assist prevention efforts. Currently, 

there is a lack of reasonable screening tools that 

make sense for companies to adopt due to cost, 

explainability, and workflow integration issues. We 

need joint international collaboration and 

investment in tools to coordinate pragmatic, 

harmonized efforts. Integrating global standards 

could include improved transparency and enhanced 

global protection, and for companies, they could 

help them scale drastically across the globe through 

eased regulatory hurdles. 

   There is work underway to establish a synthesis 

screening consortium, an industry-led initiative 

involving screening companies such as IBBIS, 

Raytheon BBN, SecureDNA, Aclid, and Battele, 

and synthesis providers such as Twist Biosciences, 

to address some of these gaps. Ultimately, effective 

approaches require comprehensive cross-sectoral 

engagement from policymakers, PDT firms, 

biosynthesis companies, and screening providers 

alike. The future success of biosecurity policies will 

depend on the extent of cross-sectoral collaboration 

and incentives alignment. 
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